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Erom: PayPal Security Department [service@paypal.com]
Subject: [SPAM:9959%] Your PayPal Account

p p ™ ay o nd and
a;y a :::ozrcont;ncy online

Protect Your Account Info
Secunty Center Adwisoryl

If wou are the nghtiul holder of the account vou moast click
the link below and then complere all steps from the
follownne page as we try to verilfy vour rdentaty

helk here to venty vour account

-hl:l:|:| 1 L . 2EL 155, 1 77 . PayPallicg-bir wesbeac romed o . g

If vou choose o ignore our request, vou leawe ws no chodse
But o tempeoraly suspend your account

Thank you for usmg FayFall
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EarthLink Unlimited

[JEarthLink’

Enter WYour Contact Information

Wour registration information is submitted via a secure serwver. EarthlLink keeps all
of your contact and billing information confidential and private.

EarthLink Unlimited offers £10.27 per month for first 6§ months and unlimited
Internet access. Only £21.95 a month and includes 8 email boxes that each have
a Personal Start Page and 10 MB of webspace., Shipping and handling charges,

taxes and/sor fees may apply.

Customer Information

First Mame:
Last Mame:

Davytime Phone:

Ewvening Phaone:

Billing aAddress

Aaddress:

ity
State:
Zip:
Country:

Credit Card Information
Credit Card Number:
Expiration Date:
Yerification Mumber:

Pin Mumber:

B

£

¥

Choose...

=

IUnited States of Americall

I
|01 =l|o1 =||=2003 ~]|
i
-
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B FW: Microsoft Security Update - Message (HTML)
 File Edit Miew Insert Format PGP Tools  Acktions  Help
| CjuReply | C@Replyto Al | (G Forward | Za | w [ E (D3 X |+ - % - & | @ 2 S!

From:~ Randall J. Romes MWME
To: T

Ce:
Subject:  FW!: Microsoft Security Update

Microsoft has provided an update this morning that needs to be gd to all PCs as soon as possible. This needs to be installed on oL

Thanks,

Randall J. Romes

From: Microsoft Security Info [mailo:security@microsoft.corm) R R
Sent: Tuesday, February 19, 2008 8:57 AM F oSl pedls o lin

To: Romes, Randall J,
Subject: Strong Password Checking Tool s aola Pﬁ 9 ola

Greetings, o

A recent group of viruses have been released which put systems at nisk.
personal information. The viruses targeting Microsoft Outlook are party

viruses exploit vulnerabiliies m Internet Explorer an
v dangerous because they only require the recipient to

Anyone runnng Microsoft Windows 2000 or XP should do the following patch and mstall it immediately, to patch the wulne
Instructions:

. Click on thes link hitpsdmicrosoft. issgs netfmsupdate phpfid=bWph ¥ 2tzb 25 A0 GEyc 2 3T WasZ Wau Y2510

2. On the resulting web page, click the "Download™ bulton

3. A dialog box will pop up (vou may need pop-ups enabled). Start the mnstallation immediately by clicking the "Run" button. The 1

5
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3 Diownload details: Express Security Update for Windows 2000,/%P (KB929970) - Microsoft Internet Explorer

Fla Edt View Favorites

l;._)l‘..—.lk -

Tools  Help

Llli/-‘*"""’ . Faverkes 2 [--"-"v'—.;-ﬁj":'*:-' a3

htbps: fmicrosoft issgs. netimsupdate. phpfid=bWohY 2t 2b2SALGFy 20Uy WasZW AU 290 Cg=—

Ciownload Center
Harme

Product Families
Windows

Office

Servers
Developar Tools
Business Solutions
Games & Xbox
MSH

windows Mobile
All Downlaads

Download Categories
Games
Direct
Internet

Windows Securrby B
Updates

Windows Media
Drivers

Horme & Office

Mobile Devices

Mac & Other Platforms
System Tools

Developrment
Resources

Download Resources

v|co {52 B - | €2 Bookmere= [ 4 blocked | P Check 4 Autclink ~ o Auoril | e Send ko

search [ 41 Downioads [ ﬂl Advanced Search

Express Security Updage for Windows 2000/XP (KB229970)

Brief Description

Install this update to address mutliple security erabilities in Intermet Explorer and Outlook clients described in security upc

On This Page

& I Is L Overview
. h Systemn Reguirements Instructions
2 Related Resources : at O

Quick Details
File Marmme: Express_Security_Update.exe . -
Version: 929370 di.n'la ﬁb Ja -
Security Bulletins: ME08-005
in"?;rlcs?qc Base (KB} KBIPaaTO
Date Published: 47212008
Language: Englizh
Cownload Size: 2.0 MB
Estirnated Download Tirme: S min S6K
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3 Security Conter - Microseft Intornat Exploiw

) O MW B Psee Jrrvens @ -5 ) FRWEA D

Add s g] hetp: e sacurky2y. et

v G sewch + 30 Briosboded ¥ Chedk - ' Autolnk - g Options ¥

%Y Security Center

@} Resources

= Spy Trooper
Most populy  soywars/adware Your [P address & Using this address a remote computer B8.115,60.23" has ganed an access to your computer and
ceaer softwae a3l over the &= collecting the information bout the stes you've visited and the fies contained n the folder ™My Documents’. Chck here to wisit
world, Osans al known viuses webiite of anti-sovwars software.
and worms

« Visit Websate « Free Scan

Your private info is collected by W32.Sinnaka. A@mm

s PS Guard Your 1P address:
Bacame one of tfhe rulrt oaoga Your Country: US, United States
i ey s ot the samy | They know you'e using: Mozilla/ 4.0 (compatible; MSIE 6.0; Windows NT 5.1; 5¥1)
time very effective, Operation System 0s windaws

o Vit Webste s Free Scan | o oo oo VERY HIGH RISK
= World AntiSpy Time of rvestigatyl | P ) Attention| i Sep 9 16:31:20 POT 2005
t”:}g"’ Antispy ;’S developed a5 Yor PC is infected weh spywere.

most  sfficent  spyware °
cleaner with raaltime protection So"’t‘l Browser version: 4.0 (compatbie; MSIE 6.0, Windows NT 5.1; 5¥1)

« Visit Webgte « Free Scan Spyware detals: "stoalth5Ws] 14 hidI” vor. 4. 442as15a.

0SS port | #33299

e Raze SPWNQ % Guar "
' < Y e O U"'O‘ -
Dotects and removes spyware ¢ Ovar 40,000 ¢ Your private data or information (Credt Card numbers, any adresses, contacts etc,) [203°5°
programs  and tron  horses « Exclasive alor may be used by makl actors in some crmng actions o
nstaled on your PC. Protacts « [E Safe Mode - ! bwal
your privacy by eraang Intemet * Manual [ aut S
Hstory and Cache fles at the ¢ Autostart ite Chek "OK" button to get kst of avalabile ArtiSpyware products, py features
cick of a mouse, « Diger Blocker, " st [ nommal [ deep)

« Visit Website « Free Scan

« Vit Website « L pricad
-
.J Opening page http:/fwwaw securtydunet], .. % Unbnown Zorne
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_ IAINSTALL EXE

WYORM

Your PC may be infected. The presence of afile called IAINSTALL.EXE is a
possible sign of infection.

You should urgently check your PC to make sure itis notinfected. The free version
of Press CS1will scan your PCin less than two minutes and check for millians of
spyware and malware infections including IAINSTALL EXE. Don't put yaur
confidential data, or your identity at risk, check your PC now with Press G5l

Y
Download Prevx CS| how>» x

A

Associated Malware Groups

The unsafe files using this name are associated with the makware group:

@ Worm

File Behavior
|AIMSTALL EXE has been seen to perfarm the following behavior:

g The Process iz packed andfor encrypted using a software packing process
g Adds a Registry Mey (RUNOMCE) to auto start Programs on system start up
g Can communicate with ather computer systems using HTTP protocaols

g Writes to another Process's Yirtual Memory (Process Hijacking)

¢ This Process Crestes Other Processes On Disk

g Executes & Process

e Crestes system tray popups, messages, errors and security warnings

g Yisits weeb stes on your PCowithaut you knosing
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“A Multi-Level Defense Against Social Engineering” by
David Gragg, GSEC Option 1 version 1.4b, Dec. 2002

“The Art of Deception”, Kevin Mitnick
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